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What is The PClI Knowledge Base?

Over 300 Hours of 100%
Anonymous Interviews
with PCI Experts

Industry-specific Best
Practice Partners

Panel of PCI Experts who
Answer Questions in our

(e.g., NRF, NACS) Discussion Forums
Content Sponsors (IT and Weekly Webinar series
payment vendors) fund <= — on PCI, PA-DSS,
our research h"“”J'EﬂgE bRSE security & compliance
PCI Solutions: Catalog of Education products and
options, Imkgd .to o Reports and Subscription services *powered by the
research findings P P PCI KB,” with Partners

Services on Compliance
Trends and Opportunities

Source: PCI Knowledge Base, January 2009
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Based on Over 300 Hours of 100% Anonymous Interviews — Not a Survey

Interviews with retailers focus on best
practices, experiences, QSA and vendor
feedback, budgets and priorities.

OF1000 Retailers
B SME Retailers
B QSAs

B Payment Processors
W Banks

B Retail Consultants

W IT Providers
OE-Comm Retailers

B Hospitality

O Other Merchants

Interviews with QSAs, consultants and IT
providers focused on vulnerabilities, risks
and technology adoption trends.

Source: PCI Knowledge Base, January 2009
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PCI Should Drive or Integrate With Overall GRC Strategy

Current vs Potential Use of Integrated GRC
PCI should be a part of, or even a
100% GRC as a strategic approach to Best driver of a corporate Governance, Risk
compliance and risk mgmt is Practice Management and Compllar_lce _(GRC)
still in the early stages even Description program. It should not be dismissed as
among the largest retailers. But too technical or managed only by IT
80% many leaders are making PCl a security. Integrate it with SOX, etc.
key component, and adopting its .
controls for SSNs and other Level of $10,0QO — 30,000 '_n SW _
confidential data. Investment licensing costs for integration of
60% compliance mgmt tools.
$30,000 — 50,000 wasted on
Potential control-specific tools that cannot
40% Savings be integrated with overall security
management SW.
F1000 retailers who have
20% Best for purchased (or plan to purchase)
discrete security tools.
Primary IT Infrastructure and IT
0% Dept Owner | Networking.
EPotential Adoption Met
OUse as of 4Q08
Source: PCI Knowledge Base, January 2009
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Adopt “Secure Tokenization” to Remove Card Data But Retain Analytics

Current vs Potential Use of Secure Tokenization Use “secure” tokenization tools or
services to create a centralized,

100% A few leading retailers are Best encrypted repository of card data and
using secure tokenization Practice use surrogate and/or partially masked
systems. But some of the first Description data to validate transaction records for

: : les audit and marketing analysis. How
generation tools and in-house sa _
80% projects are not sufficiently tokeps are creatgd and managed is key
secure and will need to be to this best practice.
replaced before they will pass. . . .
2 AL Level of $5,000 — 40,000 in SW licensing
60% - Investment | and increased transaction costs.
. $10,000 — 100,000 in reduced
Potential .
Savings assessment costs and securlty
40% 7 control cost avoidance costs.
F1000 retailers who cannot
Best for segment networks and have card
20% data throughout the enterprise.
Primary IT Infrastructure, with support from
00 Dept Owner | CFO on switching processors.
-
F1000 SME PCl Regmts 34
, , Met '
EPotential Adoption
OUse as of 4Q08 Source: PCI Knowledge Base, January 2009
Pages paymetrlc
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Stop Collecting and Storing Confidential Data That is Not Used

Current vs Potential Use of Data Collection Cutbacks Stop collecting CCN & other confidential
data you don’'t use. Marketing and other
100% Many leading retailers have Best _ departments that collect confidential
begun to reduce the amount of Practice customer data must justify what is done
confidential data they collect. Description | with this data and determine what
This is one of the cheapest ways alternatives exist to collecting full CCN
the impact of a security breach. Level of Near $zero for the project itself,
but $10K — 30K to make changes
Investment L
60% to procedures and applications.
: 10K — 30K from reducing PCI
Potential 3 g
) scope, and much more value from
Savings . i
40% - reducing data security risks.
F1000s who have developed
Best for loyalty programs, or online stores
20% - with forms that collect this data.
Primary : :
Business owners, Marketin
Dept Owner g
0% -
PCl Regmts
3.1,6.3
F1000 SME Met
@ Potential Adoption
DUse as of 4Q08 Source: PCI Knowledge Base, January 2009
age® ayvmetric
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Reduce Store Data Volume Size and Retention Periods for Card Data

Current vs Potential Use of Data Reduction Process Reduce confidential data volumes on
POS, and other in store systems to the
100% Over time, the replacement of minimum possible retention period,
POS systéms with local data Best given business requirements. The goal
storage will reduce both PCI Practice is to retain no confidential datg at
compliance costs as well as Description | remote locations, or the technical
80% maintenance and management minimum volume of data required by
costs by centrally storing and the application. But the POS is still in
securing confidential data. scope for PCI, even if data’s encrypted.
Near $Zero, except for the project
60% Level of ear $ excep Proj
Investment costs of designing a tool and
procedure to remove the data.
40% Potential $5000 — 15,000 in store level
Savings assessments costs avoided.
maller retailers and those
20% - Best for Smalle . )
currently replacing their POS
Primary Store Operations and/or Field IT
Dept Owner
0% -
F1000 SME PCl Regmts 31
: : Met '
EPotential Adoption
DUse as of 4Q08 Source: PCI Knowledge Base, January 2009
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Conclusions and Recommendations

Many merchants are not very secure, despite being PCI compliant.
Focus on a short list of control improvements that have the best ROI
PCI v1.2 shifts more focus on stores, requiring more store audits
Increased focus on service providers, requiring retailer due diligence
Major weaknesses in log management and log review are very common
PCI forced new security data collection, overloading security managers
Manual controls management should be replaced by automated tools
F1000 retailers have made major progress in 3 key areas:
a. Improved documentation of data flows of confidential data
b. Network segmentation, at corporate and also in the stores
c. Limiting / securing the use of production data in dev / test
9. Additional security effort is needed (and justifiable) in 4 key areas:
a. Wireless security —replacing WEP and implementing wireless IPS
b. Tokenization — deploying solutions to remove card data from scope
c. Virtual POS —to reduce / eliminate in-store collection of card data
d. PA-DSS - ensuring that payment application vendors are compliant
10. F1000 retailers should also be willing to train to be their own QSA
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The Major Features of the PClI Knowledge Base (www.KnowPCl.com)

|T |S FREE hnuu.llEdgE base
Home About Us Panel of Experts Forums Products Vifehinars I NTE RA CT

REGlSTER WITH OUR

& Register ! Login & PCl News gsA-l-NECL:IOF

Hi, dtaylor 2 Cli I\:.-i:ym Below os - Payment EXPERTS

Lagout | Takenization
LATEST PCI
PCI Lite - Advice i s

% Search Knowledge N€WSL FEEDS |r;g\;?||l:)saigrpsrf

W rwéw i 1.2 - Advice WE HOST A

Foere B T aed WEEKLY PCI ,

o il ASK QUESTIONS 1 | oo oo YOU WON'T SEE
e woroere| OF PEERS AND WERINAR THE “KNOWLEDGE
N snounce] ASSESSORS IN SERIES BASE” UNTIL YOU

e Sl OUR FREE PCI ARE LOGGED IN
SEARCH OUR vl DISCUSSION
DATABASE OF OVER Related A FORUMS p Baseis a Research Cummunitgtufmerchants,banks,F‘CIAssessurs, T
3000 BEST PRACTICES Juniper Netwarks consultants. MEW UFDATES to our unigue content include:

Webitire (press release), s Registerto access 0o PC : PURCHASE OUR
FROM MERCHANTS, LSA s PCIFarms - cussion of PG
PCl| ASSESSORS ?PljniperNeMmks,lnc_ s "Bl inar series LATEST RESEARCH
BANKS, CARD ’ «{ WE'VE CONDUCTED 300 HOURS Lz, REPORTS & TREND
PROCESSORS AND «{ OF ANONYMOUS INTERVIEWS wrteports,your] ANALYSIS
MANY OTHERS. | AND HAVE 1800+ MEMBERS
Star =
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Next Steps in Our PCI Best Practices Research for the NRF

1. Develop a web-based repository for the PCl documentation we have

collected, accessible to NRF members

2. Measure the cost of meeting the PCI PED TDES 7/1/2010 deadline

3. Measure the impact of PA-DSS on POS, E-Commerce, Call Centers, etc.
Examine trends in adoption of the identified best practices

4. Measure PCl's impact on emerging technologies such as wireless POS
and mobile payments

5. Develop best practices and education programs around PA-DSS and
PCI PED standards, which are far less well known than PCI DSS

6. Work to develop a Level 4 retailer education / awareness program

7. Develop best practices related to PCI PED standards and upgrades

8. Respond to NRF member suggestions

9. Any suggestions? Comments? Questions?
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For More Information:
« Research database
e Discussion forums
 Advisory services
e Solutions catalog
e Branded education

pci
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Dr. David Taylor, CISSP
Founder, PClI Knowledge Base
David.Taylor@KnowPCl.com
203-569-7951
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